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Project Overview:

The focus of this lab was to leverage Microsoft Azure services to design and implement a virtual

network environment, and simulate a basic Security Information and Event Management (SIEM)
system utilising Microsoft Sentinel.

Key components:

e Creating the Honey Pot (Azure Virtual Machine)

Reviewing Raw Logs on Virtual Machine
Creating Log Repository
Connecting Virtual Machine to Log Analytics Workspace
Querying and inspecting Log Repository with KQL
Uploading Geolocation Data to SIEM

Attack Map Creation



Create the Honey Pot (Azure Virtual Machine)

Although part of the objective in this lab is to create a honey pot, there are a few prerequisites that
need to be set up. These include elements such as the resource group and network, which need to
be put in place for the allocation and connectivity purposes.

1) To start off the lab, | created a resource group. Resource groups act as folders in the cloud,
aiding the management and organisation of resources, in turn streamlining administration
and enabling efficient resource management. The resource group service can be located

using the navigation bar, which will be useful as this lab unfolds, helping finding other
services easier.

Resource groups

Subseription equals all  Location equals all + Add file

2) After selecting create, fill in the resource group name and choose your preferred region.
Then simply click review and create.

Create a resource group

MHext Review + create.



3) You can then return back to the resource group page to confirm it has been created.

Home > Resource groups

Notifications X
Resource groups « (%) SOC-lab # « X
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More events n the activity log -+ Dismiss all
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Resource group created x
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4) Search for the virtual networks service in using the navigation bar and click create.

Home Notifications x
Virtual networks = X
Detaul Directory (dfosview utiook onmiarosof.com)

t Create 0 Manage view
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Refresh
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5) On this page, select the resource group that has been previously created. Additionally, input
a name for the virtual network and select the region. The other tabs presented to you can
remain untouched, as there is not anything required to be changed, and an IP address is
created by default.

Proceed to click review + create and then do not forget to click create afterwards to confirm
the creation.

Create virtual network

Basics  Security  (Paddresses  Tags  Review + create

al Metwark (VNet) is the f

tion to manage deployed resources and costs. Use resource groups like foldders to organize and manage all

Instance details

6) It may take a minute for the creation to complete. As you can see in the image below, a
virtual network has been generated with a subnet inside:

Net-SOC-lab-1744945490145 | Overview

¢ o T Redeploy & Downlosd () Reles
Overview .
@ Your deployment is complete
nputs
Dey Met-SOC lab- 1744945490145
Outpts a . p—
Template »

Deployment details

Next steps

Give feedback




7) If you navigate back to resource groups, you should see a group named
“NetworkWatcherRG” has been automatically created. The original resource group you
created should also contain the network that has just been created.

Resource groups

Resource groups ] SOC-Lab # =

Create Manage view | Delete resource group () Refresh L Export to CSV Open query > Move Open in mobile

~ Essentials

646269191 B54eBeSbISE

Resources  Recommendations

Type equati sl X Location equalsall X Add fiter
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8) Next is the creation of the virtual machine, which will be acting as the honey pot. The
purpose of a honey pot is to lure in attackers, through the use of deliberate security
vulnerabilities. It aids the collection of information that can be used to understand existing
threats to businesses.

After clicking “Create”, you will be presented with 3 options to choose from.

K2 Compute infrastructure | Virtual machines =

Virtual machines  Get started

t Create @ Switchto classic (D) Resenvations 3 Manage view Refresh Open query Maintenance
any field. Subscription equals all Type equals all Resource group equals all ¥ Locstion equals all X T Add filter
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> Related services

> Help
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Create a virtual machine that runs Linu or

t an image from the marketplace or use your own

For this lab, | will be using the first option on the list - “Azure virtual machine”.



9) Select the correct subscription, resource group, virtual machine name and region. For the
image, | will be using Windows 10 Pro.

Home > Compute infrastructure | Virt

Create a virtual machine

@ Help me create alow cast VM Help me create a VM optimized for high availability Help me chose the right VM size for my warklaad
Sele ion to manage deployed resources and costs, Use resource groups ke folders to organize and managa sll
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Aaure subscription 1 v
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Availability zane * Zone 1 v

@ You can now select multiple zones. Selecting multiple zones will create one VM
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VM architecture
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10) The selected size utilised for this lab is Standard_D4s_v3 - 4 vcpus. When inputting the
username and password for the administrator account, ensure you take note of the details.
Although there is a forgotten password option in settings, it would be more convenient to
remember. The password does not have to necessarily be too complicated.

Make sure to confirm your license before proceeding to Disks.

Home > Compute infrastructure | Virtual machines

Create a virtual machine
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s are accessible from the public internet. You can specify mare limited or granular

O tone
®) Alow selected ports

Select inbound ports * ROP (3369) ~
A his resses o access your virtual machine. This s ooy
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11) | left everything on the disk page as default.

Home > Compute infrastructure | Virtual machines

Create a virtual machine

@ | Help me create alow cost Wi Help me create a VM optimized for high availabilty Help me choose the right VM size for my workioad

Basics  Disks Networking Management Monitoring  Advanced  Tags  Review + create

Azure VMs have ene operating system disk and a temporary disk for short-term storage. You ean attach additional data disks.
The size of the VM determines the type of slorage you can use and the number of data disks sllowed. Learn mare ©

VM disk encryption

haure disk storage encryption automatically encrypts your data stored on Azure managed disks (0 and data disks) af rest by
default when persisting it to the dloud

Encryption at host ()
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temporary disk.

WN  Name Size (GiB)  Disk type Hast caching  Delete with VM 0
Create and attach a new disk  Attach an existing disk
* Advanced

(e [ ] IR

AP Give teedback

12) Select the virtual network you created, and you can also tick the “Delete public IP and NIC

when VM is deleted” box.

Home  Compute infrastructure | Virtual machines

Create a virtual machine

@ Help me create alow cost VM Help me create a VM optimized for high availabilty Help me choase the righi VM size for my warkioad
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Create new
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Losd balancing
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13) The management page does not require any changes.

Home > Compute infrastructure | Virtual machines

Create a virtual machine

@ | Helpmecreatealowcost VM || Halp me create a VM optimized for high avalabilty  Help m choose the right VM size for my workioad
Basics Disks Networking  Management Monitoring  Advanced  Tags  Review + create

Configure management options for ysur VM

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
rklaads e

This will spply to every VM in the selected subscription

Identity

Enable system assigned managed O
ntity

Micrasoft Entra ID

Login with Microsaft Entra 1D

Virtual Machine Admenistratar Login or Vietual Machine
ing Microsoft Enra ID lagin. Leam mere

Auto-shutdown

Enable auto-shutdown O
Backup

Enable backup O
Site Recovery

Enable Disaster Recovery O

Guest 05 updates

Enable periodic sssessment

DL | Rl v e |

14) | chose to disable boot diagnostics.

Home > Compute infrastructure | Virtual machines

Create a virtual machine

@ | Help me create a low cost VM Help me craate a VM optimized for high availabilty Help me choose the right VM size for my workload
Basics Disks Networking Management Monitaring  Advanced  Tags  Review + create

Configure manitering eptions fer yeus VI

Alerts

Enable.

Diagnestics

Beot diagnesties

Enable O guest diagnastics [}
Health
Enable application health monitoring @ ]

<Prvvons [ et A s

15) From there | progressed through advanced and tags as nothing | saw required changes.
Once you click review and create, you need to once again click create to confirm the
creation after the virtual machine has passed the review.

Once the deployment is complete a confirmation screen should be shown:



CreateVm-MicrosoftWindowsDesktop.Windows-10-win10-20250418042057 | Overview =

Delete Redeploy & Downioad () Refresh
Ovorviow .
@ Your deployment is complete
T Inputs
Geployment name: CreateVim:MicrasoftiWindowsDeskiop Windows.. 5t
Cupiss Subscription; Azur Con se-dactisaatoes [
S Termplote Resource group: SOC-Lat

+ Deployment details

~ Nextsteps

16) If you navigate to the resource groups, you should find the virtual machine has been added
amongst the other materials. Observing the screenshot below, you can see the public IP
address has been created alongside the virtual machine. Additionally, a network security
group, network interface and disk have all been added into the resource group.

Resource groups

Resource groups

| SOC-Lab # #

| Delete resource group () Refresh L Export to CSV Open query

1o, Open in mobik
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L K Disk UK South
ab Virtual network UK South

Showing 1-2 01 2. Display | aute

page | 1 v |ef1

17) Now the network security group needs to be opened up to the internet. To achieve this, the
firewall requires editing. The inbound rules control what can enter the virtual network from
the public internet. Currently, the “RDP” rule is the only rule that allows traffic to attempt to
login, but that can only be carried out through a remote desktop. Any other traffic sent to the

network will get blocked as there are no rules that permit it. To alter this, the default RDP rule
needs to be deleted.



Home » Resource groups > SOC-Lab

] CORPORATE-NET-nsg # =

Matwork security group

P Search I * Move - [i] Delete () Refresh & Give feedback
| o Delete security rule
B Activitylog
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|
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65500 DenyAllOutound
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50N View

18) Subsequently, look to the left of the screen and navigate to settings > inbound security tools.
Click add then proceed to input the settings shown in the images below.

Home > Resousce grougs

+ CORPORATE-NET-nsg | Inbound security rules

et sy group

SOC-Lab > CORPORATE-NET-ng
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19) After configuring the security rule, we now want to disable the firewalls within the virtual
machine. As | carried out this lab on Mac, | downloaded “Windows App” to access the virtual
machine. However, if you are using windows you should be able to find a remote desktop
through a quick search.

windows app

Results for “windows app”

Discover
Mac Apps.

B Windows App Parallels Desktop @ Microsoft Word

Develop Your Window
in the cloud

Categories

. - 4 ; R LR = e
Uy 1t — E
e ﬂ\»—d“ % y Seattle Trip

3 ey s S 7

Magnet keeps your workspace organized.
Activated by customizable trigger areas, hotkeys, of via cropdown menu,
ters yourscreen by snapping windows into orpansze tes.

G Microsoft Excel & Align - Organize App Windows UTM Virtual Machines

TO Tomiwa Oladejo 129K )

20) Open the windows app after it has installed and select add PC.

No Devices




21) You will be prompted to enter the public IP address for the virtual machine. This can be
found in the overview section of the virtual machine that you created. Once located, copy
and paste the public IP address into the “PC name” section. Make sure the credentials are
set to ask when required, and the friendly name can be whatever you want.

2 Compute infrastructure | Virtual machines 2 CORPORATE-NET # =

Connect Restart [ Stop Capture

Name 1

UK South Zone 1)

ce0016-64c6-1626-9191 - 854dBefoblaE

1

Related services

Help

Backup + disaster recovery Properties  Monitoring  Copabilities (8)  Recommendations  Tutorials

3 Virtual machine

CORPORATE-ET

Lutomation Operating systen Windaws (Windows 10 Pro)
Help
. 0004
Ready

27414911149

Disable
0 s
Standard 04 v3
4
wn 6 GiB
K3 Sourcs image details
Page [ 1 v of1 ok controller g ses Mi

Add PC
PCname: 207758254
Credentials: ~Ask when tequired

Generalll Display Devices & Audio  Folders

Friendly name: |20.77.68.254

Group: (SHvedPCE

Gatewsy:

Swap mouse buttons

22) Enter the username and password that has been set for the virtual machine.



Saved Devices

20.77.58.254
No

Enter Your Credentials

These credentials wil be used to connect
{remote PC).

name: | Cybersecurity

d

23) Click continue.

v Saved Devices

20.77.58.254

Mo cradantisis

You are connecting to the RDP host "20.77.58.264". The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do

You want to continve?

24) Select no for all options.



Choose privacy settings for your device

oft puts you in control of your privacy. Choose your settings, then select “Accept’ to save them. You can change these settings at any

Inking & typing

Jon't u: diagno:

@) send Required diagnostic data
lored experiences

Select ‘Learn m oft Defender
work £

Leamn more

25) Now that we are logged into the virtual machine, the next step is to disable the firewall. So type
wf.msc in the search bar below.

Best match

o™ wimsc
Micr

Search the web
sc command
turn of firewall
sc windows 10

firewall dns

1sc missing

FEl © wimed

26) “Windows Defender Firewall with Advanced Security” should open.
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27) Select “off” in the firewall state option for domain, private and public profile, before clicking
apply.
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28) Subsequent to disabling the firewalls, open up the terminal. We need to ensure it is possible to
ping the virtual machine over the internet. If it is not possible to ping the virtual machine, then the
attackers are not able to ping it too.

Home » Compute infrastructure | Virtual machines

K2 Compute infrastructure | Virtual machines

Search
@ Overview
I8 AN resources
v Infrastructure
3 Virtual machines

g Virtual Machine Scale Set
VMSS)

@ Compute Fleet (preview)
> Disks + images
> Capacity + placement

) Related services

Virtual machines  Get started
Filtor for any field
Name 7

I CORPORATE-NET

K2 CORPORATE-NET = =

@ torminal
terminal
Terminal

terminal

B @ Cormct o sarvens in Tarminal on Mac

> Help @ Open o qut Terminalon Moo
> & M
> Monitoring
> Automation
> Help
Pogu U > ot Disk controler type
9o evave tvovs by presin Cnd oS0 11 oF A8 o v tvotes by presing Cod SOt oF

5 capture ] Delete () Refresh

etwork/subnet
NS name
Health state

Time created

Tutorials

B Networking
CORPORATE-NET Public 1P address

Windows (Windows 10 Pro)
Public 1P address

2

64
Ready
27414911149

] Openinmobile /7 Feedback [2 cu/ps

Windows Windows 10 Pro)
C Copied  1d

4
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4/18/2025, 347 AM UTC

207758254 ( Network
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10004

Disabled
Size Standard Dds v3
vCPUs 4
i RAM 16Gi6
KA source image details
s Source image publisher ~ MicrosoftWindowsDesktop

Source imaae offer

Wiindows-10

29) Once the terminal has opened, type “ping” press spacebar and then enter the public IP address
for the virtual machine. Click enter and you should see bytes being returned from the IP address.



When the pinging has shown to be successful, it can be stopped with ctrl + c. In the scenario the
ping has not been successful, the firewall may not be off.

30) Next, log out of the virtual machine account, and intentionally enter incorrect credential a few
times to fail the login attempt.
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Saved Devices
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Continue
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| Event Viewer

Search the web
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32) If anything happens on the computer, it gets logged. There are certain configurations that can be
used to log specific activities, but there are already default settings in place that log activities, which
is what we will be viewing.

(8] Event Viewar - a8 x
File Action View Help

Il
4] Event Viewer (Local) Event Viewer {Locall Actions
PP | vt -
Ouervien: = Open Saved Log..
r= al
¥ Creste Custom Vie
g- To vi our computer, select the appropriate source, log or custom view node in the console tree. T i custom i i regardliess of saurce. An
b o EE

[ Sammary of st Evets |

Beading dats, plesse wai,

| Recently Viewsd oses

Hame Description  Modiied Created

Log Summry

Beading dats, plesse wai

H P Type here to search

33) Look to the left of the screen and navigate to the security logs. Here you can see the different
security events that took place. Each log is categorised into an event type, and is then labelled with a
specific event ID.

In the screenshot below | searched for the events with the ID “4625” using ctrl + f. This event ID
number is given to failed login attempts.

Tl Sove Selected Event.
1 Reesh

B e »

et
Securty 10; NL SO

Account Domaine

Log Name: Security

Source: Microsoh Windows secunty Logged 4182025 4707 AM
Event 0: s Task Categoey: Logon

Leve: Informaten Keywords:  Audit Failure
User: A Computer:  CORPORATE-NET
OpCode: Info

More information: ~ Exent Log Online Help

= T



The logs can be filtered using the filter current log tool to the right of the screen.

el
File Action View Help
+=| 2 Hm

B Event Viewer (Loca)
7 Custom Views
Windows Legs
7] Application
[ Security

] Forwarted Events
applications and Serices Lo
7} Subseriptions

¢ >
Crestes s fltr,

£ Type here 1o search

Bl Evert Viewer

File Action View Help

e @ B

[ @] Event Viewer (Local
3 Custon Views

~ Tl Windows Logs

Actions

More Information: ExeatLog Onlins Help

Log: Security; Source: ;Evernt D: 4625, Number of events: 5

] Appication Date and Time. Source Evert D Task Category
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You can double click the event and then expand it to view more information regarding the event. The
details include the account name that failed to login, the source network address (the IP address of
the device that attempted to login, and more. As the lab progresses, we will forward this data to
Azure where it can be queried and connected to the SIEM in order to view where the attacks
originate from.
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R0 H e »

Event 4625, Wlicrosoft Windows security auditing. -

5 TRI462713
0

HitLmsp
kage:  NTLM

fails. It s genesated - attemgted.

The Subject fields indicete the sccount T such Tocal
priocass such 85 Winlegon,exe or Senvices. e
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Creating Log Repository - Log Analytics Workspace

1) Navigate to Log Analytics Workspace.

= MaosoftAan 10 snyics s Ao u ®0 0 #
o An Services (28) Marketplace (1)

Log Analytics workspaces #

et ity iajooviowtuockionmiresohtcon Services

Open recycle bin {3 Manage view () Refresh Open query
Subscription equals all Resource group equals all X Location equals all 3
Showing 0t 0 of O records.

No grouping

Name * ' Subscription 74

Leverage unl
and Microsol

oot s s bt s o e O i
2) Assign it to the resource group that was created earlier. The chosen name in the instance

details is not important. Then click “review + create” and click “create” again afterwards.



Home > Log Analytics workspaces >

Create Log Analytics workspace

x
Basics  Tags  Review + Create
0 i There e
Loarn e
With Lags you Iy store, retain, collected from ' Azure
ather for vakuable insights. A L he logecal storage unit where your log data.
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Project detalls
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[soc-tab >
Gt aw
Instance details
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IR e | (e
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« Microsoft.LogAnalyticsOMS | Overview X
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7 Foareh © [ oolte ) Concel T Redeploy & Downiosd () Ratresh
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' Next steps
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7 Tell us about yeur experience with deployment

Akt o remove terotes by presing (45N £t oF

Get notified to stay within your budget and
prevent urexpected charges on your bill

Set up cost alerts >

Q

Micrasoft Defender for Cloud
Secure your apps and infrastructure

Go 10 Microsoft Defend

 for Cloud »

Froe Microsoft tutorials
Start learning today »

Work with an expert

e service provider partners
whas can help manage your assets on Azure
and be your first line of support

Azure experts

Find an Azure expert

Creating Microsoft Sentinel




1) Navigate to Microsoft Sentinel, select the workspace you created, and click add in the
bottom left corner.

Home

Al Services (6) Marketplace (31)
Microsoft Sentinel =
ot Girectory (84 sk cnmicrosoh.cor Services
Refresh opnquey | £ @ Microsot Sentinel

Subscription equals all Resource group equals all X Location equals all
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Al Re
,,
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Microsoft Entra 1D

B MOC Data Sensitty

& Continue searching in Microsoh Entra (D

Add Microsoft Sentinel to a workspace

t Croate o mow workspace () Refresh

@ Microson Sentineloffrs a 31-day fee i See Mictasoh Sentine pricing for more detais
Workspace T, Location . ResourceGroup *. Subscription ©. Directory T4
P LAW-S0C-LAB-00 Uksouth soclab ‘Azure subscrption 1 Defauit Directory

[~ W
=3

2) Goto Content Hub in the newly added workspace, and search “Windows Security Events”.
Once you have found the content, select the box and then proceed to install.



Home » Microsoft Sentinel » Add Microsoft Sentinel to a workspace » Microsoft Sentinel
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> Configuration
(] Content title Status Content source  Provider Support Category

Note: Please refer to the following befors installing the solution
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Ingest Security events from your Windows machines using the Windows
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B v QO Windows Security tvents Not installed Sohtion Microsoft Microsoft ‘Security - Threat Protection connectors 10 help ingest the logs.
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NRT Security Event kog cleared Not installed Solution Microsot Microsoft Securty - Threat Protection Ingesting Security Events logs nto your Log Analytis Workspace
fvent Analyzer Not instalied Sohution Microsoft Mrosoft Security - Threat Protection using the new Azure Monitor Agent. Leam more about ingesting
41 the new Azure Monitor Agent here. Microsoft recommands
New EXE deployed Wa Default Domain or Not instatied Solution Microsoft Microsoft Securty - Threat Protection using this Data Connector
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Pre Page[ 1 v ]of2 [ Next> | Showing 110200l 26 rewis Em
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3) The status column will show you when the install is complete. Next, click manage in the
Windows Security Events.
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Ak o remove farertes by pressing Cad STt F.

4) Select “Windows Security Events via AMA”. If you scroll there will be a chart that displays
how much data has been ingested, which is currently 0 due to there currently being no
connection. The following step is to click “Open connector page”.
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5) We are going to create a data collection rule. The virtual machine uses this rule to forward
logs into the logs analytics workspace, in turn allowing access to them inside of the SIEM.
Enter a rule name and ensure you select the correct resource group.

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Content hub > Windows Security Events Create Data Collection Rule -
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6) Click on the arrows to expand the scope and select the network.



7)

Home » Microsoft Sentinl > Add Microsoft Sentinel to s workspace > Microsoft Sentina | Content hub
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8) If you go to the extensions + applications section inside the network, you should find the
“AzureMonitorWindowsAgent”. This is what forwards the logs to the log analytics
workspace. You may have to wait sometime (eg. 20-30 minutes) before the logs being to
appear in the log analytics. As long as the status shows “Provisioning Succeeded”, the
application should be working as intended.

-1 CORPORATE-NET | Extensions + applications #

@ w s of i
Extensions VM Apg
Bp, Access control (IAM) Add Refresh Enable aut " ol
@ Tags
howing sl
- e Version Latest Version Status Automatic upgrade status
Netwarking Microsoft Azure Monitor 13400 13400 Provisio ded Cisabier
Settings
® Disks

" Extensions + applications

Monitering

Automation

> Help

Log Analytics Workspace

1) Go to the Log Analytics Workspace, select the workspace and navigate to the Logs section.
Once the logs are open, you may need to select KQL mode on the right as seen in the image
below.

Log Analytics work... @ LAW-SOC-LAB-00 | Logs =

Open recyele bin [ Mew Query |

BRI v oe st 20hours w1000 st

1
P LAW-50C-LAB-00

Query history

2) To view all the security logs, type the query SecurityEvent into the log, then select run.
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3) The query in the screenshot below can be used to filter the given output.

Where Account == “\\Administrator” filters the results to only include accounts that are
named \Administrator.
Project TimeGenerated, Account, Computer, EventID, Activity, I[pAddress further filters the

results to display only the elements stated within the query.

Log Analytics work... 0 LAW-SOC-LAB-00 | Logs # = %
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I B Aetivity log
81 A ol A
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4) In the scenario you only wanted to view the failed login attempts, the eventID the specific
eventID can be used to filter the results. Earlier in the lab we observed the eventID for these
attempts is 4265, so this can be implemented into a query for accurate filtering:
where EventID == 4625



Using where TimeGenerated > ago(5m) the results will then only show events that took
place within the last 5 minutes. The time can be customised for the user's desired results.
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& togs

e e izt

> Setings

> Classi a
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Automation
[e— Computer EentiD Adress
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5) Itis also possible to locate the geographic location of the hackers as the IpAddress is an
element that is presented in the results table. For example, we can take the IpAddress from
the first result in the image above, and use IPinfo to search for the location.

The IpAddress was located in India as seen in the screenshot below:
@IPinfo Products v Solutions v Why IPinfo? v Pricing Resources v Docs Login m
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16
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° ® ®
° ® ®
] ® ®
] ® ®

6) Using ctrl + f you can paste the IpAddress to find the exact one amongst various others. After
clicking it, more information connected to the address was visible.
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Geographic Attack Map

To make it easier and more efficient when it comes to locating where the attacks stem from, we can
upload geographic data to the SIEM. This data will then plot on a geographical map, highlighting
areas where attacks have originated from.

1) The first step of this process is creating a watchlist in Microsoft Sentinel, so navigate to
Sentinel > Watchlist and then select new.

Microsoft Sentinel [ Microsoft Sentinel | Watchlist

=o 0

Watchiists Watchbst tems.

Q@ LAWSOC-LAB-00

My Watchlists  Templates (Preview

| Watchlist

What is it?

3 Watchiist ' v S
3 Automation
o

How does it work?

This is what you can do with watchlists

2) Input the name and alias. To avoid potential errors, you can make them the same.

Watchlist wizard

General  Source  Review + crests

3) Browse and select the correct file that will be used. In this case it is the geoip-
summarized.csv spreadsheet. For the SearchKey, choose network. Then proceed to review +
create.



Watchlist wizard
File preview | First 50 rows and
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—
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4) Click create.
Home > Microsoft Sentinel | Watchiist
Watchlist wizard x
G TH. Review t
M geoip

5) Itis a regular occurance to be directed back to the Watchlist page by default. You may need
to refresh the page to see the upload taking place.



Home > Microsoft Sentinel
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6) Whilst the upload is still taking place, you can go to the Log analytics. You will find when you
use the query _GetWatchlist(“geoip”), the headings for the log repository are identical to
the headings found in the uploaded spreadsheet.
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7) Use the query in the image below to copy an IpAddress .
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8) Copy this query but replace the IpAddress with the address you just copied during the
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This query is showing the security logs with a specified IpAddress, along with limiting the

columns to the select few.

order by TimeGenerated desc orders the logs from most to least recent.

AttackerlP = IpAddress renames the column, helping prevent confusion in terms of what is

being observed.

Home

Log Analytics work...

Default Directory

Lag Analytics warkspaces

t Croate

&) Open recycle bin
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let GeoTPDB_FULL = Gethatehlist("geaip”);
let windowsEvents

ecurityEvent
B1.187.90. 150"

4625
| order by TimeGenerated desc
6 | evaluate ipvd_laokup(GeoTPDB_FULL, TpAddress, network):

Windowsevents
B | project TimeGenerated, Cosputer, AttackerIP = IpAddress, il
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9) Go to Sentinel and select Workbooks

1160l 1000



Home » Microsoft Sentinel

Microsoft Sentinel

o Microsoft Sentinel | Workbooks

+ Cronte () Manage view Soarch + Add Workbook 57 Guades & Feedback
r > Govers |
[[Fier fo any i [ A - (1]
v e o 2 0
Name * Thimat wniageniat My warkbooks Teenplates. Updates.
@ LAW-SOC-1AR00 & Incidents
I @ Workbooks My workbooks  Templates
© Hunting
& Notsboots Microsoft Sentinel Workbooks
2 oty bahavior What s it?

@ Theest intelligence
B MITRE ATTACK (review)

7. S0C optimization

>

> Configuraton
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Workbooks enable you to get instant visualization and analysis of data 5o that you can know what's happening across all your

connected data sources. Workbooks provide you with the full power of tools with tables and charts that are built In to provide you

With analytics for your lags and queries. You can either use out-of-the-box (OOTH) workbooks from content hub or customize an
Installed OOTB workbook by saving them of cr
about Workbooks.

about OOTB content and Content hub,
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Gt thee workbooks | Go to content hub

No workbook selected
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10) Click edit, then remove all the elements that are preset in the workbook.

Home > Microsoft Sentinel | Workbooks

New workbook #

7 wn | (9 open B 2 & Melp D) Auto refresh; Off

Jay tent formatted as markdown

|76.6« 1136+ 150

Home » Micrasoft Sentinl | Workbooks
New workbook #

Ploomtsing Sopn B W ©® 2O O 2 B 7 vide

New workbook
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[1:36.

)

11) Select add, then click add query.

o’



Home > Microsoft Sentinel | Workbooks

New workbook

w3000

%) Gone tding
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This Microsoft Sentinel Report has no content
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s Use the add button below to add tems.

+ de

BTN

7 add image

[> Add video
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A inks/tabs

18 Add query

(12 add group
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) Help

12) | pasted the text from a json file for the creation of the attack map.

Homa > Microsoft Santinel | Workbooks
New workbook <
w00

Flooiing Qo B & ® 20 O 2

© eaiting query item: quary - 0

@ settings  5F Advanced Settings L Style

“ Advanced Editor

@ Shown belaw is 8 JSON representatian of the current item:
Ay changes yau make here wil be raflected when you press Done Ediing.

7 welp

1 {
2
)
4 KalItens1.0",
s let GealPDB_FULL = _Getatchlist(\"peatp\")inlet = Securitybventi\
6 “size"t 3,
7 “timeContext": {
. “durations”: 2592008008
L] h
1» “queryType"
1 “resourceType
2
13
1
15
1
1
18
19
] | Copacity’s 6.8,
 Donetditing ) Cancel |+ Add < Move s | [ Clane | ] Remove
+ Add
15 “locInfoColumn®: “countryname",
16 “latitude": “latitude",
17 “longitude": “longitude",
18 "sizeSettings": “FailureCount",
19 “sizeAggregation": “Sum",
20 “opacity": 0.8
21 "labelSettings riendly_location",
22 “legendMetric" FailureCount”,
23 “legendAggregation”: "Sum",
24 “itemColorSetting: {
25 “nodeColorfield": "FailureCount",
26 “colorAggregation”: "Sum",
27 “type": "heatma
28 "heatmapPalette": "greenRed"
29 }
30 }
3 h
32 “name": “"query - 0"
33
+/ Done Editing () Cancel |- Add ~» | <> Move v~ | ) Clone il Remove

| where Eventin

4625\ order by TimeGenerated desc\n| evaluate ipvd_lookup(GeoIPDB_FULL, IpAddress, network)in| susmarize FailureCounf

13) Save the attack map, assigning it to the correct resource group.



Save As

New workbook ¢
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Looking at the map, you can view the different areas attacks have derived from. The larger the circle,
the more attacks have stemmed from the location. In the screenshot the large red circle is the
Maarn, located in the Netherlands, with 24,000 failed login attempts into the honey pot.



